No Place to Hide:
Technology, Social Media, Surveillance & Privacy Law 1 [Jemocratic Soclety

zovernment 367 [nstructor: Scott Mulligau

Skidmore College E-ail: smulligag@skidinore.edn
Fall Ters 2011 Office: PMH 208

Tine:  Tuesday & Tluusday, 6:30 PM-7:50 PM Phone: %5253

Room: Tisch Learmng Ceuter, Room 265 Office Hours:  2:00-4:00 PM Tue. & T,

or by appomtiient.

“Men bam to freedout are naturally alert to repel invasion of their liberty by evil-minded
rubers. The greatest dangers to liberty hurk in insidions encroachrient by e of zeal,
well-imeaning but withont understanding.” —Justice Louis Brandeis

Tentative Syllabus
Course Description:

This seminar considers the historical foundation and cugrent status of information privacy law and policy
ip the United States znd international contexts. We will explore a wvaricty of Issues concerning
information privacy (i.e., the gatheriug, use and protection of information about individuals, groups and
organizations) as well as other subjects related to the ifluence, impact aud literrelationsiup between
technology, tlie law and modern society. Topics will incliude the right of access to information, the free
flow and use of information, the value of personal inforiuation, commercial uses of personal inforniation
{such as data mining and other marketing techniques), citizens’ aceess to govermment, aud the roles of
individuals, governnient and the private sector in protecting mformation privacy iu the modern, post-
9/11 information age. Specific topics and materials 1nay be adjusted according to current events and
students’ experience with and interests in mformation privacy law.

The conrse will trace the origius iuformation privacy in American law, throngh Censtitutional law, tort
law, and modern statutory law. Case studies of landmark information privacy decisions, legislation and
regulations illustrate how expectations of privacy are translated into legal frameworks. The conrse
exainines recent coutroversies involving workplace surveillance, health care records, direct marketing,
and the use (and misuse} of the Social Securify number. The course also considers the impact of the
European privacy directive, the growth of the Internet, access to govenirnental infonuation (FOIA), the
recommendations of the 9/11 Comunission (and the response of Congress), aud the availability of
cryptography on the future of privacy law,

As uew teclmologies are constantly developed, they increasingly raise privacy and other legal
concerms—tle Tuternet, GPS wireless location-based services, aud RFI} chips are just a few examples.
In addition, flie post-9/11 focus ou natioual security aud fighting ferrorisin has brought with 1t new
concerns about governmental intrusions on personal privacy. This cowse provides an in-depth look mfo
privacy, mformation law, and related technologies as well as self-regulatory efforts. Students will study
information and privacy law from philosophical, historical, legal, policy, and technical perspectives.

Class reading assignments will mclude analysis of statutes, regulations and cases as well as current
articles and othier materials involving technology and information privacy issues. Students will learn to
read and analyze court decisions and some administrative regulations concerniug these topics. In this
discussion-based seminar, students will develop advocacy skills in classroom debate, while individual
in-class presentations and final research papers will allow students to explore particular related topics in
greater deptiL
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Teuts & Materials:

« Daniel I. Solove & Paul M. Schwartz, Information Privacy Law (Third IZdition, Wolters Klnwer
Law & Busmess, 2009, ISBNi 97807355764 14),

* Robert O’Harrow, No Place to Hide (Free Press, 2006, ISBN# 978(3743287050)

* No Place to Hide 2011 Supplement (this will be handed out in class or posted on Blackboard)

Additional required reading materials will consisi of newspaper articles, essays, law review atticles,
book chapters, statmtes, regulations, cases and other excerpted 1materials which will be assigned and
made available to the class in advauce of their discussion, either by handont and/or on Blackboard 9.1
{inn Adobe PDF format) at http://learn.skidmore.edu (NOT blackboard skidmore.edu}.

Katlierine Albrecht & Liz Mclutyre, Spychips (Thiowuas Nelson, 2006}

Ellen Alderman & Carclme Kenuedy, The Right 1o Privacy (Knopf, 1995)

Philip E. Agre & Mare Rotenberg, eds., Technalogy and Privacy: The New Landscape (MIT Press, 1997)
John Bennett, Digital Lmbrella (Brown Walker Press, 2004)

David Brin, 7he Transparent Society (Addison-Wesley, 1998)

Matthew Brzezinskl, Forfress America (Bantam, 2004}

Fred H. Cate, Privacy in the Information Age (Brookings [ustitution, 1997)

Clay Calvert, Voyenr Nation (Westview Press, 2000)

Whitfield Diffie & Susan Landau, Privacy on the Line (MIT Press, 1998}

Amital Etzioni, The Limits of Privacy (Basic Books, 1999)

Simson Garfinkel, Database Nation (O Reilly & Assoclates, 2000}

Simson Garfinkel & Betll Rosenberg, eds., RFID (Addison-Wesley, 2006)

Eric I Gertler, Prying Eves (Randoin House, 2004)

John Gillion, Overseers of the Poor {U. of Chicago Press, 2601}

Harry Henderson, Privacy in the Information Age (2™ Edition, Facts Ou File, 2006)
Derrick Jensen & George Draffan, Welcome 1o the Machine (Clielsea Green, 2004)
Frederick Lane, The Naked Emplovee {Amacoln, 2003)

Lawrence Lessig, {ode and Other Lerws of Cyberspace (Basic Books, 1999)

1.J. Luna, How To Be fnvisible (St. Martins Press, 2004)

Philip H. Melansou, Secrecy Wars (Potonac Books, 2002}

Mark Monniouier, Spving with Maps (U. of Chicago Press, 2002)

Christian Parenti, The Soft Cage (Basic Books, 2003)

JefTrey Rosen, The Naked Crowd (Randor House, 2004}

Mark A. Rothstein, ed., Generic Secrets {Yale University Press, 1997)

Robert Ellis Smith, Ben Frauklin's Web Site (Privacy Journal, 2006)

Daniel 1. Solove, Nothing ro Hide (Yale University Press, 2011)

Daniel J. Solove & Paul M. Schwartz, Privacy Low Fundamentals (1APP, 2011}

Course Requirements, Evalnation and Grading:

Participation {active participation in class discussiollsy......... 2006 NOTE: All elements of the conrse
RESPOIISE IESSAYS .o iivieiiiie vt ie e 20%  must be completed in a satisfactory
Current Event Preseutation (iu-class) oo 10% and academically honest manner;
MAGEIITE EXATL oo 20% - failure to do so may resultin a
FIALl PAPET covovov oo e 3070 failing grade for the course.
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Class Participation:

The participation grade in this course will consist of evaluation in these areas: regular & punciual
attendance as well as active aud inforuied student participation in classroom discussions. A 300-level,
seininar-style course requires {be active, informed and regular participation of every student to achieve
assigmiient fillly, Aefore comning to class, and will take responsibility to advance each class discussion.
Consequently, it 1s essential that every student have regular, punctual attendance and actively pariicipate
In every classroont discussion. Quality and succinctness are valied more highly than quantity. That
satd, 110 student should feel hesitant to share an idea, guestion or comment with the rest of the class.
There are no “wrong” answers In this course (or indeed, this subject}, only psorly-supported or
incompletely-argned ones, However, simply voicing an opinion, imsappolrted by evideuce, shonld be
avoided. Tnstead, tell ns why vou are arguing a particular position, and poiut us to the sonrces i our
readings and other waterials that back your claims. Sayving “I would argue. ..” instead of I feel that...”
adds further strength to vour position, one based on debatable ideas, rather than mere personal opinion.

You cannot participate if you are uot in class. Beilug absent on & particular day will result m a “0”
participation grade that day. However, merely showing up 1s insufficient—1{ 1s just a prerequisite, as
active participation is regnired. Sports-related absences must be requested, 1 writing, 11 advance, and
all work must be made up. Sonie wvald excuses for nussing class include: doctor’s appomtinients (I
don’t schedule other appointments during class, neither showld vou), missiug flighis or trains, vagne
“farnily emergencies” (those family emergencies that are acute enough to involve the Dean’s Office 1nay
be valid). In general, documentation is nseful, but not always sufficient, for absolution of absences.

I expect you to contact me in advance if you will be unable to attend a particular class.

Moere than twe absences will result in a lower grade.

Response Essays:

Students will write short response cssays, as assigned by the instructor, as we complete each course
segment/chapter (generally, these are due the Tuesday after a course section’s coupletion ou the
Tuesday or Thursday before). Essays will analvze and reflect on the assigned material i light of related
issues preseuted in that and other segments. Fssays will not merely suminarize the assigned texts.

Current Event Presentations (given in class):

Lach student will make an in-class oral presentation (no wore than about 135 tnnutes 1 leugth, including
(&A) o1l a news arficle related to the course and approved by the instructor at least one week before the
presentation. The assignment is comprised of) selecting a unigue news article, making 1t available for
classimates (as a paper or electronic document or other resoluce) in advance, contextualizing the topic in
a 7-10 minute presentation, leading a class discussion/Q&A of the article and the sabject, and handing
ix the presentation (e.g. PowerPoint, relevant videos, audience participation, etc.) is greatly appreciated,
strongly encouraged and il used appropriately, ofien the lallmark of a good presentation. Potential
topics and the schedule for in-class presemiations will be discussed and establishied during our first week.

Throughout the term, vou will need to follow the national news and pay close atiention to any and all

newspapers, 1agazines, television news prograws, and reputable Internet-based sources (approved by
e in advance; a suggested list of sources will be provided in the first week of class. Your chosen topic,
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and s Issues, must also be a “current” event {occurred/publicized/published within the 6-week window
prior to vour presentation date) and must be one ou which another stiident has uot already preseted.

The presentation will explain to the rest of the class the significance of a specific cwrrent concern,
colitroversy, or isslie involvilg iuformation privacy law, technology & society and will connect to the
overall theines of the semiinar. Eacli preseitation should offer informatioll or raise issues not coverad m
the assigned readings or geueral classrooin discussion. However, a wiere recitation of the article/the
event will not suffice. After very briefly presentiig an overview of the news event or problem, focus the
wajority of your time on analyzing the subject so that the class can understaud the ssues mvolved. You
will ave an opportunity to raise questionus for the group that yon think are worth explonng, and way
wish to e-mail a few guestions to the class ln advance of vour preseltation.

Like the oral presentation, the 1000-word paper will provide a critical analysis of the topic. That 1s, the
paper will not simply sinnmarize the news story or other source on which the report 1s based. Rather,
will analyze and discuss the topic as it relates to a broader discnssion of a course theme.

Final Paper Project:

Each seminar participant shall write an original research paper. The paper should address a narrow topic
approved by (lie instructor and within the scope of the seminar. The research paper may (but need not)
address the same (or related) topic as a student’s in-class presentation; if so, the paper should expand
greatly on that subject. You may clivose any topic that relates to one of the basic questiolls posed by the
seminar. Alternatively, you may clivose another intellectual property law or iuternational IP law problem,
yet one which remains within the scope of the course. However, the topic may not be one ou wiich you
have previonsly written another paper for acadentic credit or professional remuneration, even if unpard.

Final Paper Project Timeline:

Week Three - Submit one-page ahstract (dne po later than due Thursday, September 22}
You shounld submit an abstract {hat identifies your issue/topic, explains the questions & issues you will
explore, the scope of yonr research paper, the main arginments you expeet to make, and the iutended
relevance/impact of your research paper. The abstract should be double-spaced, with one-inch margins
and blank lines between title, name, and wain coutent paragraph(s) aud be not more than 350 wouds.

Week Six — Submii proposed bibliography {due Thursday, October 13}
You sliould submit a list of sources yon have found thus far in your research (8 mumimpuu). The
citations shonld be in either Chicago Manual of Style format {1 5% Edition, U. of Chicago Press, 2003) or
law scliool “blue book™ format (The Bluebook: A Uniform System of Citation, 17™ lidition, Harvard &
Yale Law Reviews, 2000). No limits on quantity; it is not necessary to have read all sources at this tine.

Week Nine — Submit annotated hibliography and thesis siatement {dne Thursday, Novewber 3)
You should submit an annotated list of sources, limited {o those sources that will be used 1 the final
paper; there unist be at least six sources (peer-reviewed, joirnal/law review article-length, or longer) in
addition to class-assigned readings. The citations shiould retamn the format used for the proposed
bibliography (above). An anuotated bibliography provides a concise paragraph for each sowce,
explaining what each source offers the reader and how if is relevant to volnr research paper. In other
words, an anuotated bibliograply includes only sources that yon have already read and identified as

successful paper. In addition, this annotated bibliography will also incinde a draft opening paragrapli for
the paper, containing the thesis statement (coutaining the primary, overall argunient for the paper}.

W Plara o Hida Damra 4



Week Eleven ~ Submit paper outline {drre Thursday, Noveniber 17}
You should submit a detaded outline of your final paper, including a revised thesis statement. The
ouiline shoild inchude topic sentences for each argument/idea/paragraph, demonstrate an understanding
of the subiect(s) to be covered, aud establish the organization of the arguments and evidence to be
presented. For each included idea, arguanent or quotation, provide appropriate source attribution {anthor
& page # at mantmum) for later formal, full citation 1n the final paper.

Exam Week — Submit final paper {due Weduesday, December 14-LATE PAPERS NOT ACCEPTED)
Most satisfactory papers will fall within the rauge of 3,750 to 4,500 words, not mclnding citatious
{preferably using footnotes; do not use in-line citatious) or the requived Works Cited/Bibliography.

Papers uiist be snbniitted electronically AND in hard-copy uot later thau 12:00 pau, noon, EST on

standard letier paper, with a covertitle page, using one-inch margins, double-spaced Tunes Rouan 12-
pi. type, and with all pages numbered. Hard copy versions should be tumed mifo me at my MB Office or
put in my departinent mailbox. Corresponding electronic versions should be ematled to 1ne not later than
the deadline {in MS-Word format; please see the Technical Note at the end). Tuming i either version
after the deadline, or without the other version, will resnlt in a lower grade.

Gradiug for the paper will be on the basis of clarify of analysis and expression, persnasiveness of
argoment, onginality of thought and authorship, proper and sufficient citation format, sufficiency and
guality of research sowrce waterials, familiarity with those sources and with other course materials, and
the quality with which the sources and 1aterials are mtegrated into the paper.

zeners! ClassroonvConrse Guidelines:

Do not arrive late to class—-yon will be counted as “absent” after attendance is taken and class begins

Do not bring food to class—class time is not mealtime; properly coutained beverages are acceptable

Do not talk or pass messages during class (this inchudes sending paper, text, IM or ewail messages)

Do not use laptops or other electronic devices for note-taking or otherwise, as they are prolubited, unless
you have an doenmented accoimodation (see below?); all cell phoues must be OFF (uot on “vibe”)

Do not sleep in this class—if you are so tired that you cannet actively participate, please stay liome

Do not get up and leave during class—If it is a biological necessity that you leave class for some reason,
please comupnmicate that to we in some way. Otherwise, please respect the integrity of the classroom
and respect vour peers by not disrupting the class. If you will need to leave a particular class early,
please let me know about your departure beforehand.

Do uot conumnit academic dishonesty; plagiarisi, cheating & otlier violations will be dealt with harshly

I3 bring your enthusiasm and insights to eacli class, share them with others, and be sure to have fun!

Bisability Accommodations:
Stadents with special neads requiring accommodation must provide au official eino of the necessary

Students with Disabilities, Meg Hegener, is i1 the Office of Student Academic Services at 580-8130.
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Reading Assignments & Schedule (Note: assigmnents, and page wmnlbers, are subject to change):

Please note that most weeks we will discuss at least oue topic (o1 1wore), but that topics are nol assigned
to spectfic days. [ will inform you wlich readings need to be done for each class as we cover the
material, You need to check vour Skidinore e-yuail at least ouce a day to ensure that you are notified of
any chauges i reading assigumeuts. Every readiug 1ay not be covered dusing class tine, but may be
tested and/or be related to questions on the Respouse Essays aud/or the Midierm exam,

All “textbook” page references below are to Solove & Schwartz, Infarmation Privacy Law, 3d.

All *NPTH references are to ’Harrow, No Place fo Hide

All “supp” references are 1o the No Place to Hide, 2011 Supplement

All “handouts” mav be found on Blackboard 9.1 (at learn.skidmeore.edu), In their respective folders

Weeks 1 & 2:

Introduction & The Origins of Privacy It Foundations of U.S. Privacy & Information Law
textbook: 1-27 31-38;
No Place to Hide, Tntroduction;
The Soft Cage, Chapter 1, “Life in the Glass Box” (handout-—available on Blackboard);
Watch the short introductory video (GuickTime format—available on Blackboard)

The Origins of Privacy IT: Defining/Critiquing Privacy; Philosophical Perspectives
textbook: 39-49, (skip Solove 49-51), 51-69, (skip State v. Rhodes, 69-72), 72-76;
Nothing to Hide: The Fulse Tradeoff Between Privacy and Security, Chapter 2,
“The Nothing-to-Hide Argument” (handout-—available on Blackboard);
Information Ethics, Intreduction (p. 11-21 only; handout—available on Blackboard);
On Liberty, by John Stuart Mill (handout—available ou Bboard, skim p.193-205 uiaterial)

Weeks 2 & 3:

Privacy and the Media I Information Gathering and the Press
textbook: 77-74, 81-83, 86-105;
Privacy, Photographv and the Press, by T. Allen (handout)

Privacy and the Media IT; Disclosure of Truthful information
textbook: 1035-134, 137-140

Week 3 & 4:

Privacy and the Media [II: Privacy vs. First Amendment Values
textbook: 141-157, 157-161 (skim}, 161-173; handout;
supp.: In re the People of Colorado v. Bryant

Privacy and the Media I'V: Defamation and the Inlermet
textbook: 173-196, 196-202; handouts

Week 4 & 5:

Healtheare & Genetic Privacy I Confidentiality of Medical Iufonmation
texthook: 399-402, 407-409, 411-421, 427-440 (skim}, 441-446; handonis;
supp.. Alpha Medical Clinic v. Anderson, Sorrell v. IMS Health; optional HIPAA landouts;
The Social Life of Genes, by Margaret Evereit (haudont)
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liealthicare & Genetic Privacy I: Constitntional Protections, Genetic luformation and Biouletrics
texthook: 447, 451-454, 469-478, 479-482, 491-523; handouts
Neo Place to Hide, Chapter 6, “The Innmitable Me”

Week 5 & 6:

Privacy apd Law Enforcement |1 Government Surveillance and the Fourth Amendment
supp.: “The Fourth Amendment” (1 pg. stunmary}; optiotial handouts
textbook: 233-257, 261-294; supp.: flerring v. US

Privacy and Law Fuforcement IT: Statutory Privacy Law; Digital Searches & Seizies
textbook: 294-313 (skim), 314-337; supp.: ECPA Smunnary Charts

Week 6 & 7t
Privacy and Law Enforcement ITI: Digital Searches & Seizures {cont’d } & ISP Records
fexthook: 338-348; US v. Kennedy (o), supp.: US v. Ickes, US v. Arnold, In re Boucher

Privacy and Law Enforcement I'V: Intelligence, Terrorism and National Security
textbook: 348-397; supp.: Mavfield v. US, FISA Summary Charts; bandonts
optional: State of War, In re: Directives & Protect Awerica Act, handouts (articles}

Week 7:

Privacy of Identity and the Constitution: Anonymity in Cyberspace and Identification
textbook: 536-343, 553-558, 564-577, 577-596; handouts
supp.. Gilmore v. Gonzales

there will be no make-up exam). Students missing the exam will receive a “0” grade for the exam.

Week 8:

Privacy, Records, and Governinent Databases I: Access to Public Records & Governent Data
textbook: 597-599, 603-620, 625-635, 638-639, 644-655; handouts
supp.. FOCv AT&T

Privacy, Records, and Government Databases I1: Government Databases of Personal Information
texfbook: 655-660, 667-703, 706-712; handouts: Andrews v. VA, Rene v. Condon; handouts
Na Plave to Hide, Chapter 7, “Total Information Awareness”™

Week 9:

Privacy, Records, and Private Computer Databases [: Commiercial Entities & Personal Data
textbook: 757-800; handouts
No Place 1o Hide, Chapter 3, “Who An11?”

Privacy, Records, aud Private Computer Databases II: Spam, Data Breaches & Security; Luuitations
textbook: 800-842. 842-860; handouts
No Place to Hide, Chapter 4, “The Matnix”

Week 1

Privacy, Records, aud Private Computer Databases (Il Fluancial Information & Ideutity Theft
texthook: 715-722 (skim), 723-738, 738-742 (skin}, 742-756; handouts
Na Place 1o Hide, Clispter 5, “Look Me Up Sometime”
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Privacy, Records, and Private Cownputer Databases IV: Governinient Access to Private Records
textbook: 861-880; supp.: NJv. Reid; handouls
No Place to Hide, Chapter 9, “Good Guys, Bad Guys”

Week 11:
Privacy and Place I. Privacy at School
textbook: 897-921

Privacy aud Place II: Privacy at Work
textbook: 922-924, 931-936, 941, 943-947, 930-966, 970-993; handouts
Emplovee Monitoring, by Adam Moore (handout)
supp.: City of Omario v, Quon, NAS4 v. Nelson

Week 12:
Internationa! Privacy It Data Protection In Europe: Europear Convention on Huutan Rights
textbook: 993-1043: supp.: Peckv. UK, S. & Marper v. UK

Weeks 13 & 14:

Iiternational Privacy II: Data Protection In Other Countries
textbook: 1043-1049, 1055-1059, 1659-1071 (skim), 1874-1079, 1079-1090 (skimy};
handouts: Case Study, Passenger Name Record (PNR} Data Transfess; handouts

Is There Privacy After 9/117
No Place to Hide, Chapter 8, “The Government's Eyes and Ears”
GAO Secure Flight Report (handout}
The 9/11 Commission Report, p. 383-95 (skim 215-78} (handont)

New Developments and Review
No Place to Hide, Chapter 10, “No Place To Hide”
RFID (handout)
Global Positioning System, E-911 and OnStar (handoats)
Event Data Recorders
Facebook Update

FINATL, PAPERS DUF (!w later th,an) 12:00 PM (noon) EST, Wednesd&} ﬁecember 14, 2011

TECHNICAL NOTE:

If von are using the brand new MS-Word/Office 2007 for Windows (e.g. if vou bought a new computer
with Windows Vista’Office 2007) or a new Maciutosh with the new MS-Word/Office 2008: The default
font and file formats of these programns are NOT cowpatible with older Word for Windows and Word
for Maciutosh versions. If you are using the newer versions, before you pnnt your paper or submat i
electronically fo e, you MUST change the default font (Calibri-11} to the format specified above
(Tines New Roman-12) aud save vour file in the older Word file format (“.doc”), not the new [onmat
{“.docx”) to allow ute to open your file {use “Save As...” aud select “Word 97-2003 Document”, or use
PDI or RTF format), If 1 cannot open and/or read your z,it.ctrome copy, it will not count as having been
subitted. After receiving your paper electronically, I will open it, skim tlwough it, and then send vou a
confirmation egmasi.
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